Strencom Virtual Data Centre Cloud Solution Design Document

Virtual Data Centre Overview

Confidentiality Statement:
All information contained in this document is provided in confidence for the sole purpose of adjudication of the proposal and
shall not be used for any other purpose. This document must not be disclosed either wholly or in part to any other party without
prior permission in writing being granted by Strencom. The contents of this document represent a definition of the type of
services that Strencom can provide. This document does not represent Strencom’s Conditions of Contract, nor does it present
an offer capable of being accepted.
Provision of services consequent to any proposal by Strencom will be subject to written agreements between the parties for
that purpose.
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Partnering with Strencom
Partner Opportunity
Turnkey Virtual Data Centre (VDC)
Customers want someone else to be responsible for securing infrastructure and handling routine,
value-added and non-value-added operations. Usually, they want management through the OS level,
including OS patch management, application support, and often want managed security services as
well.
Many of these management functions can be partially, if not fully, automated; at present, they
generally require some human intervention by an IT Integrator, but we expect them to become fully
automated in the future. These customers do not want to give up control, and they view these
functions as things that simply ought to be part of the service — they accept people performing
these functions as a temporary substitute for automation.
These customers typically run a variety of business applications, some or all of which may be
mission-critical; they may eventually intend for cloud IaaS, in conjunction with Co-Location, to
replace their existing data centre infrastructure entirely.
The Strencom Cloud service is provided as an unmanaged solution, thereby enabling the IT
Integrator to provide all of the services relevant to their core skill set, while leaving the management
of the hardware, virtualization and data networking to a provider like Strencom.
In addition, the Strencom suite of Cloud services enables our Partner to manage more customers
with fewer resources, concentrating on the high value, high margin, professional services and
support revenue, and not having to worry about the low margin products.

Partner Strategy
While Strencom have always enjoyed a good relationship with Partners, mostly through shared end
customers, we made a strategic decision in 2011 to focus on providing our Virtual Data Centre
exclusively through the partner channel.
Our expertise and experience lies in the overall cloud infrastructure and networking; while IT
companies have the expertise in design, build, management and support of these systems.
As the Cloud market became main stream, end customers were demanding more than just the
supply of infrastructure and the network, but an overall managed solution, and so it was a natural
progression for Strencom to take this strategic direction.
Investment since 2011 has been focused on providing solutions that enable Partners offer our
solutions to their customers on a white label model.
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Strencom Architecture
Virtual Data Centre
The solution architecture of the Strencom VDC is as built on the best practice principle with
enterprise solutions used for all aspects of the Strencom VDC.
The VDC platform Cisco UCS Servers. This is then connected to Fibre Fabric connecting to storage
provided by IBM.
The Storage SAN’s are IBM Storwize v7000 Arrays. The networking for the hosts to the managed
storage is Brocade Fibre Switches with Cisco Switches used for the host connectivity to the
management network, Private Managed MPLS networks and the Internet.
All VDC Hardware is fully redundant, with hardware resilience, software resilience and multipath
connectivity to the networks. All hardware used on the VDC is covered by 24x7, 4 hour support
contracts from the respective hardware and software vendors.
The hypervisor software is VMware. This also has 24x7 support from VMware. The management
layer that interacts with the end customer is also covered by 24x7 cover from an excellent support
department.
The VDC infrastructure uses physical, logical and network separation within each location to isolate
and protect services. The physical separation extends to the management and guest networks,
where there are separate network LANs to isolate and protect the traffic.
The Storage network as a Fibre Fabric has isolation from the management and guest networks. The
guest networks connectivity to the internet and private customer networks is supported by a
separate switching stack. Each VDC infrastructure is protected by HA Production Firewalls.
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MPLS Core Network
The Strencom managed MPLS network connects the different VDC physical locations to customer
private networks and also to the Internet. Each different infrastructure is connected to the Strencom
managed MPLS Network with diverse connectivity to a mininium of two other Strencom POPs.
Strencom then has connectivity to the internet from multiple diverse upstream providers through
multiple POPs, as in the diagram below.
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In considering a deployment to the Strencom VDC, a company should be thinking about what
Applications are being deployed in the Cloud, and how important they are to the business, and what
impact, if any, there would be to the business if the application was unavailable. The impact could
come under financial cost, reputation, productivity or other area. Here are some suggestions on how
you may want to think about, and categorize, your systems. There is no defined single standard for
defining systems, and in fact a search on the web will give you many variations, so the headings
below are only a guide and should be adjusted to suit your own business, and these are not meant
to, or do not form part of Strencom’ Service Level Agreement (SLA).
o
o
o
o

Safety Critical
Mission Critical – Less than 15 minutes downtime
Business Critical – Less than 4 hours downtime
Important – Less than 24 hours downtime

Safety Critical
Safety Critical is a system whose failure may result in injury, loss of life or serious environmental
damage. An example of a safety-critical system is a control system for a chemical manufacturing
plant.
Mission Critical
Mission critical refers to any factor of a system (equipment, process, procedure, software, etc.)
whose failure will result in the failure of business operations. That is, it is critical to the organization's
'mission' and goals. It will also result in a loss of revenue and/or reputation, both of which should be
quantifiable, which will allow you to determine its value.
Business Critical
This is a systems that if it goes down there will be a quantifiable financial and productivity loss to the
business. However, if the system goes down for a few hours or a day or so, it's not the end of the
world. The data is usually available elsewhere, or you can continue to do business without it for a
little while. But within a couple of days, to manage and accelerate the business - the application and
data needs to be back up and running.
Important
A Business Intelligence application is a perfect example of something that is important, but not
business or mission-critical to the operation of the organisation. On a daily basis, managers and
executives need access to various reports to check the status and performance of their business
units. However, if the system goes down for a few hours or a day or so, it's not the end of the world.
The data is usually available elsewhere, or they can continue to do their job sufficiently without it for
a little while. But within a couple of days, to manage and accelerate their business - they need the
application and data back up and running.
When designing an infrastructure for your business applications, whether on-premise or in the
Cloud, and at whatever level of criticalness, a company should consider and be mindful of the
following:
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•
•
•
•

Redundancy regarding servers, storage and networks
Automatic failover/migration in clustered and virtualized solutions
Processes in the data centre in order to handle high availability and security
Disaster Recovery / Business Continuity (DR / BC)

On-Boarding / Off-Boarding
Strencom allow customers to bring their own VM images and import and save them to our Virtual
Data Centre as images in their catalogue library. This allows a customer to create snapshots of
existing VMs within their own internal data centre, and then directly import them into the Strencom
VDC cloud, rather than having to start from our own VM image library, and create all new images.
This also allows the import of VM appliances and other pre-packaged VM images from independent
software vendors (ISVs).
Strencom supports the independent Open Virtualization Format (OVF) for importing and exporting
VM images into our Virtual Data Centre service.
Strencom use industry standard file formats for all hypervisors, therefore should a customer choose
to vacate the platform they have three methods to do so.
1. Build resources at the destination cloud platform or on in house resources. Connect both
compute environments via VPN (either managed VPN for self-service cloud based VPN) and
migrate data between platforms.
2. Create a snapshot of the virtual machine and then download the virtual servers OVF/VMDK/VHD
disk images through the management portal.
3. Pre-arrange a Strencom resource to snapshot your virtual servers and copy them to a NAS device
supplied by the channel partner for importation into another platform.

Security
Our Physical Data Centres
Strencom host our Enterprise VDC infrastructure platform in 2 separate physical data centres; one in
Dublin and one in Cork. We are the only Irish Cloud provider hosting is 2 cities in Ireland.

Dublin – Interxion DUB1
Power
Availability 99.999% (SLA)
Power system fault tolerant, resilient and allows concurrent maintenance of all components.
Contracted 6MVA utility power supply.
Fully diverse paths from Main Distribution Boards to Rack servers
Multiple Generators based on N+1 configuration.
Multiple UPS systems based on 2N configuration
Bespoke PDU design as per customer requirements
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DC power available
Cooling
Chilled water system based on N+1 configuration with free cooling. (DUB2)
Indoor AC units in N+1 configuration (DUB1 & DUB2)
Dual loops with Ring pipe work configuration for increased resilience. (DUB2)
Climate control of Temperature & Humidity
Cold Aisle containment for high density deployments
Fire Suppression
Fully monitored HSSD and VESDA systems
Argonite (DUB1) & Inergen (DUB2) Fire suppression systems underfloor and in Data Halls
Hand held extinguishers in all areas

Security
24/7 onsite Security
Secure customer access control system
External pan tilt and zoom motion detection CCTV
External monitored security fencing
Internal IP monitored CCTV
Biometric, palm & PIN and proximity card access controls

Cork - Blackpool
Power
Availability 99.98% (SLA)
Power system fault tolerant, resilient and allows concurrent maintenance of all components.
Fully diverse paths from Main Distribution Boards to Rack servers
Single Generator with 100 hours of run time
Multiple UPS systems based on N+1 configuration
AC Power only
Cooling
N+1 configuration
Indoor AC units in N+1 configuration
Dual loops with Ring pipe work configuration for increased resilience.
Climate control of Temperature & Humidity
Fire Suppression
FE200 Fire suppression systems underfloor and Ceiling
Hand held extinguishers in all areas
Security
External Building CCTV
Internal IP monitored CCTV
PIN and proximity card access controls
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The Infrastructure
The Strencom VDC has multiple layers of security to protect your servers from the outside world,
and also from other enterprises within the VDC. Also in place are Intrusion Detection and Protection
systems for the portal itself.
The Strencom Virtual Data Centre is firstly separated at the hypervisor layer, and then by VLAN’s and
finally by VRF’s within the core network. Because we maintain both the network and the cloud
infrastructure, we can guarantee that all levels of security and best practice are followed, and by
adapting best practices for change control, including peer review, this ensures that your VDC’s, and
virtual machines are in a secure and stable environment.
With Strencom’s enterprise connectivity and the Virtual Data Centre solution, clients now have an
end-to-end connection to their private cloud. This ensures optimal efficiency, resiliency and security
for your critical enterprise applications.
Many Cloud providers secure their platforms by one of a number of techniques, usually with either
Firewall or Access Control Lists (ACL’s). As you will see from the detail below, Strencom use both
Firewall and ACL’s, and much more.

Integrity of Customer Data
Within our cloud and connectivity platforms, Strencom apply the CIA triad (confidentiality, integrity,
and availability) as one of our core principles of information security.
Security and defence of the Strencom cloud platform is not performed by one silver bullet, but from
a security ethos that is interwoven into the design and on-going operation of the platform. Strong
and proven security concepts are used when applying the C.I.A triad to our systems.
Virtualisation servers and associated management servers are placed within protected enclaves
under a “defence in depth policy” where all networks are segmented (customer from customer and
customer from management). Access is restricted to all critical segments using internal firewalls,
VLAN’s and ACL’s to limit traffic; with engineer access via secured VPN.
User accounts of engineers on the system operate under the governance of least privileged access.
IDS sensors are deployed at domain boundaries and are used to detect out of profile or specific
attack vector traffic travelling between these boundaries.
Customer data is protected in the following ways for both states of “in transit” and “at rest”.
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Data in Transit protection mechanisms utilised in the Strencom cloud platform are:
•
•
•
•

Dedicated VLAN’s in VMware distributed virtual switch.
Dedicated ports in VMware distributed virtual switch.
Dedicated VLAN’s for virtual networks that pass out to physical network.
MPLS separation of customer’s data while traversing the Strencom core to an on net connection
or to an edge security device providing onward encryption.

Data at Rest protection mechanisms utilised in the Strencom cloud platform are:
•
•
•
•
•

1:1 Zoning on backend fibre channel fabric
LUN masking performed on storage head end
Virtual disks “Zeroed” before presentation to customers.
Dedicated storage network
Physical security

The configuration of each virtualisation server is maintained through a hardened “Gold” profile
which is applied to each host, with compliance to this profile tested at regular intervals.

Customer Right to be forgotten
Throughout the design of the platform Strencom’s architects were mindful of a customer’s right to
be forgotten once vacating the platform.
To this end virtual disks are deleted from the backend storage system as soon as the virtual machine
is un-deployed from the Virtual Data Centre (VDC). Customer data is still present on backup tapes for
a maximum period of 2 weeks, after which it is permanently deleted; appropriate handling controls
are in place to prevent restoration of vacated customer servers.

Tenant Separation
Strencom Virtual Data Centre by its nature is a Multi-Tenant IaaS service. To ensure that tenants are
separated from each other, and from the management platform there are a number of technologies
used to achieve this.

Four Pillars of Cloud Separation
1. Fabric (Fibre Channel) Separation
VMware VSphere Virtualization is configured with multiple zones, and while more than one
customer will be in a zone, no customer can see each other within a zone.
2. Hypervisor (VMware) Separation
Virtualization is the simulation of the software and/or hardware upon which other software
runs. Strencom run VMware vSphere 5 ESXi, which is the global leader and considered the most
efficient, secure, robust, scalable and reliable Hypervisor available. Each simulated machine runs
its own instance of its operating system, which is completely autonomous and invisible to the
other instances.
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3.

VLAN (Network) Separation
Network segmentation with virtual local area networks (VLANs) creates a collection of isolated
networks within the virtual data centre. Each customer Cloud network is given a unique VMware
Distributed Virtual Switch (DVS), which looks after the VLAN separation. Each network is a
separate broadcast domain. When configured, VLAN segmentation severely hinders access to
system attack surfaces. It reduces packet-sniffing capabilities and increases threat agent effort.
Authorized users only “see” the servers and other devices in their own virtual environment.
Finally, use of VLANs enables secure, flexible user mobility. For example, a user assigned to a
specific VLAN will always connect to that VLAN regardless of their location.
(http://www.vmware.com/products/datacenter-virtualization/vsphere/distributed-switch.html)

4. MPLS (VRF) Separation
MPLS provides a very high level of security and can be compared with other VPN methods such
as Frame Relay and ATM. The internal structure of the MPLS core network (provider edge (PE)
and provider (P) elements is not visible to outside networks (Internet or any connected VPN).
The MPLS core is as invisible to the outside world as a comparable Layer 2 infrastructure.
Strencom deploy our MPLS solution using individual VRF’s within our Cisco Core network to
separate one Cloud network from another customer network. Security is further maintained
within the cloud by using individual VRF’s within the MPLS network to isolate and provide
security between customer’ traffic. It can be described like a “cloud within the cloud”
All the above security elements are implemented using best practices and peer review, ensuring that
the integrity of the network configuration is implemented and maintained.
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Diagram Showing Customer and Data Separation

Investment
Strencom have been providing IaaS Cloud solutions to Partners and end customers since 2006, and
have gained vast knowledge and expertise in the area of virtualization solutions. In the past 2 years,
we have further consolidated our knowledge and experiencing by investing almost €2.5m in Cloud
technology, in the areas of management systems, security, training and virtualization technology and
compliance / certification.
Strencom are on a firm track to ISO 27001 Certification in 2013.
Approximately 40% of this investment is in compute resources, with the balance in Business Support
Systems (BSS), Operational Support Systems (OSS), Compliance and training.
This investment has been backed by , our own cash resources and funding from Enterprise Ireland
through its growth fund initiative, and through a BES investment from the QWM Fund. Both
Enterprise Ireland and the QWM Fund carry out significant due diligence on client companies to
ensure that investments are secure, and the company business plan is real and sustainable. We are
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currently two years into our 5 year Strategic plan, with our vision to be the best provider of Private
Cloud and Managed Connectivity solutions in the Irish market.

Technical Support
Strencom Technical Support is performed by our own in-house highly experienced, Cisco, Microsoft
and VMware certified engineers. Our service support structure is aligned to the ITIL framework.
Should you have a query, your call will be answered directly by the engineer with responsibility for
your query; this provides you with direct access to the engineer for faster and effective assistance.
Strencom use multiple levels of monitoring from 2 separate Data Centres to maintain monitoring on
all services on a 24 hour basis. Commercial Enterprise monitoring software such as Solarwinds is
used within the network for active monitoring of connectivity and health of the overall cloud
infrastructure.
From our NOCs based in Cork and Dublin, Strencom have a team of highly trained engineers with
over 75 years combined experience in implementation and support of connectivity and cloud service
solutions. Strencom welcome the opportunity for our partners to visit any of our data centres, NOC
or offices, and get a first hand look at our facilities, monitoring systems and support process.
Strencom’s support processes and workflows are defined in detail in the Strencom SLA.
As part of the managed connectivity service, Strencom provide you with direct visibility to our core
monitoring systems. They are delivered on the enterprise level NYSE listed Solarwinds network
management software, and you get access to this as part of your service.
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Overview of Strencom Business Continuity Plan (BCP)
Outline
This document gives an outline of the BCP for Strencom.
The information in Strencom’s full BCP is intended to guide the company during natural and
manmade disasters that impact our ability to conduct normal operations.
The outcome for the BCP for Strencom is about protecting
•

our customer relationships

•

our reputation

•

our revenues and margins

•

and our financial obligations

Scope
The scope of our BCP is limited to the business offices and data centres of Strencom detailed below:
i.

Cork Office & Data Centre, Heron House, Blackpool Retail Park, Cork

ii.

Dublin Office, Classon House, Dundrum, Dublin

iii.

Interxion Data Centre 1, Dublin

iv.

Telecity Data Centre, Dublin

v.

CiX Data Centre, Cork

vi.

Telehouse North Data Centre, London
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Planning Assumptions
•

That the BCP is designed to address a worst-case scenario, i.e. the Company’s facilities are
unavailable in one or more locations for an extended period of time of four to six weeks.

•

That the level of the BCP detail is based on the premise that sufficient and knowledgeable
Company personnel will not be incapacitated by the interrupting event, and can execute the
Business Continuity Plan.

•

That our Disaster Recovery plan is active.

Objectives
•

To develop a BCP structure for managing a disaster that affects Strencom.

•

To ensure the safety of all Strencom personnel.

•

To document the critical information required for implementation of the Business Continuity
Plan.

•

To provide guidelines for Strencom for a major disaster that will result in the execution of this
Business Continuity Plan.

•

To return to near normal operations within 72 hours after a major disaster event.

•

To ensure the Network Operations Centre remains operational even if headquarters is
unavailable.

Remaining sections covered in our detailed BCP are as follows:
•
•
•
•
•
•
•
•

Communications
Risk Assessments
Business Impact Analysis Summary
Functional Teams and Responsibilities
Business Continuity Plan Administration
BCP Awareness and Training
Testing the BCP
Business Continuity Plan Maintenance

As noted previously in this document, this is the Strencom DR / BC plan. A Virtual Data Centre is a
self managed IaaS service, and therefore infrastructure resources are not automatically replicated
into multiple data centres unless otherwise specified; customers are responsible for their own
business continuity plans. Strencom offer optional disaster recovery solutions.
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Reference Customers
Sample List of References

Sample Customer List
Multi-National

Service Companies

Retail

Healthcare & Public
Sector

Roscomm
on
County
Council
Cork City
Council
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Customer Testimonials

“Our business is continually evolving and we needed a provider capable of supporting our changing
communications needs, at a competitive price. Strencom’s solution provides the flexibility to help us
manage our future expansion.”
Patrick McCormack, Managing Director, Sam McCauley Chemists.
“This project is fundamentally about improving patient care. We wanted to offer our patients a
faster, more efficient and streamlined service. Our ambition is to be a healthcare provider who
utilises the smartest IT infrastructure for the benefit of our patients. Strencom’s private cloud and
WAN package enables us to achieve this and, importantly, ensures patient confidentiality at all
times.”
Ellen Leacy, Quality and Processes Manager, Alliance Medical.
"The benefits of working with Strencom are far-reaching. Strencom has taken over the day-to-day
monitoring of the network between our branches, freeing the IT department to attend to our core
needs. Integration of the systems has meant significant savings for Gamestop, further enabling us to
compete effectively in the market place. We can also now solve system issues remotely, thus saving
time and money."
Sankar Nayar, IT Manager for GameStop.
“Strencom’s ability to manage the entire transition from our previous supplier was a key factor in our
decision. The addition of higher speeds, lower costs and a very proactive support team meant that
we knew we’d found the right partner.”
Conal Henry, CEO, e|net.

"We had encountered a number of difficulties in relation to our IT infrastructure and connectivity
network, resulting in persistent issues in store. Ultimately our IT resources were being devoured by
small and repeat issues, which was both frustrating and expensive in terms of downtime and staff
resources", said Bobby Kerr, chairman of Insomnia. "The IT Force and Strencom solution made
perfect business sense for us, enabling us to eliminate the IT issues, while providing a smart network
that was scalable and robust from which we could now deliver customer Wi-Fi, contactless payments,
loyalty cards and other services we may require in the future."
Bobby Kerr, Chairman, Insomnia Coffee Company
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About Strencom
Strencom was formed in 2000 and provides secure Managed IP & IaaS Cloud solutions to companies
based in Ireland & the UK.
Strencom is a 100% Irish owned and operated company, and serves the business market with
particular emphasis on medium and large corporate customers across many sectors. We have
consistently grown year on year in terms of revenue and people, and this is demonstrated by the
fact that we have featured in the Deloitte list of the 50 fastest growing companies in Ireland for 7
consecutive years, an accolade only achieved by only a handful of companies.
The sectors that we specialize in are:
•
•
•
•
•

Financial Services
Healthcare & Medical
Retail
Large Manufacturing
Services Companies

What We Do
We cover 2 areas really well; Managed Data Networks and IaaS Cloud Computing. Strencom have
spent the past 13 years perfecting what we do and we very much specialize in these two areas only.
It is only by being a specialist that we can be the best at what we do, and offer the best solutions and
support to our customers.
Cloud & Connectivity are inextricably linked to each other, so the combined services are a natural fit
for each other, and our customers benefit from a single supplier for these services.

Customer Care & Support Ethos
Our approach to support and customer care is simple; our engineers have many years experience in
the IT industry and specifically in areas of Cloud Computing & Next Generation Data Networks. You
will always be talking to a person who has the experience and ability to diagnose, troubleshoot and
help get your issue resolved as fast as possible.
We don’t operate or use a call centre (level 1) type approach with junior technicians; instead we
provide tailored solutions giving you access to certified and experienced “Level 2” or “Level 3”
engineers at all times.
This allows us to be more pro-active in our support to customers; with better troubleshooting and
diagnosis of events, and ultimately getting the issue resolved fast. For example, 90% of all support
cases that are opened, are pro-actively opened by Strencom engineers before our customers are
even aware that a problem exists.

What is our Network Coverage
In brief, our services cover Ireland, north and south, and all of the UK. Strencom recognise that
many Irish businesses have extended their business into Northern Ireland and the UK. Our Managed
MPLS network extends throughout Ireland and the UK, offering the same connectivity services
(Leased Lines, NGN, Fibre, Private ADSL, etc.) in all areas.
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In fact, we don’t differentiate between our services in Ireland & the UK, and we view it as the same
service and same area from a technical and management approach.

Where are we located
Strencom have offices in Dublin, Cork and UK. Our management and monitoring of our network is
primarily out of our 2 main offices in Dublin and Cork. Our Dublin office is based in Dundrum,
strategically located close to the M50 for easy access to many of our customers head offices, and our
Cork office is located in Blackpool. All 3 offices access the Network Operations Centre (NOC)
monitoring and support systems, and we have engineers available for support, preventative
maintenance and pro-active monitoring.
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Achievements & Industry Awards
Strencom has a proven track record in providing innovate data and cloud solutions and high quality
WAN management and customer service, with value for money always at the fore. We build fit for
purpose solutions that the customer wants. Since the inception of the company, this high quality
approach has been recognised by various organisations and bodies in our industry, as well as some
not in our industry. Some of our awards, achievements and business memberships are listed here.

Body

Award / Achievement / Membership

Deloitte

Listed in the Deloitte fastest growing technology companies
in Ireland for 8 consecutive years; from 2004 to 2011. Only a
handful of companies have been listed for 8 years or more.

Microsoft

VMware

ICT Excellence
Awards
Internet Neutral
Exchange
RIPE NCC

Cisco
Chambers
Ireland

Microsoft Certified Silver Hosting Partner. This demonstrates
Strencom’ ability to meet Microsoft customers’ evolving
needs in today’s dynamic business environment. Microsoft
Silver Competency partners must complete a set of tests to
prove their level of technology expertise, submit customer
references and employ or contract required number of
Microsoft Certified Professionals who are skilled on current
technology relevant for the competency.
VMware Professional Partner. Professional partners
demonstrate knowledge of Vmware virtualization solutions
by achieving VMware Sales Professional and Technical Sales
Professional certifications and are able to sell the entire
product line.

Shortlisted in 2011 for the IT Project of the Year in the Private
sector, for our WAN & Cloud deployment in a Healthcare
Services Company.
INEX is a neutral, industry-owned Association, founded in
1996, that provides IP peering facilities for its members.
Peering member since 2004.
The RIPE NCC is one of five Regional Internet Registries (RIRs)
providing Internet resource allocations, registration services
and coordination activities that support the operation of the
Internet globally. Registered LIR since 2000.
Cisco Certified partner since 2001. Strencom MPLS core is
Cisco powered end to end. All Strencom support & NOC
engineers are Cisco certified to a minimum standard of CCNP.
Member of Dublin & Cork Chambers of Commerce since
2000.
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Financial Overview
Registered Company Name
Fulnett Limited

Business Trading Name
Strencom

CRO Number
326681

VAT Number
IE 6346681L

Financial Overview / Summary
Strencom is a 100% Irish owned company, and since the inception of the company in September
2000, Strencom has traded profitably every year. We are one of only a few companies in our
industry that can claim to be debt free and fully self funded, with a strong balance sheet and high
cash reserves. We believe that a strong balance sheet, is an absolute imperative in any economic
climate, but even more so in the current economic climate.
Our strong cash reserves are used to bolster our position of having one of the most advanced Next
Generation Networks (NGN) in Ireland, and we continue to invest in the development and expansion
of that network and our Cloud IaaS platform (Virtual Data Centre) year on year.
A copy of our audited accounts can be retrieved from the Companies Registration Office. However,
should a company require further information on the financial status of the company, we are happy
to answer questions, and share further financial information, on a confidential basis. This is usually
done at the financial level within the organisations on a peer to peer level, and we openly welcome
and encourage this interaction.

Page 22 of 23

Strencom Virtual Data Centre Cloud Solution Design Document

Leadership Team
Name

Role

Bio

Tim Murphy

CEO

Tim Murphy founded Strencom in late 2000 after spending 3 years with Esat telecom (now BT Ireland) in a
Business Development role in the Internet division. He is a successful entrepreneur with over 18 years
experience in sales and marketing. As CEO of Strencom, Tim provides leadership in strategy and growth of the
company. Prior to working with Esat Telecom, he worked with UPS, the international express courier with
responsibility for the strategic management and growth of some of Ireland's leading exporters. Tim has been
responsible for the growth of Strencom since 2000 to the current day, seeing it into the Deloitte Technology
Fast 50 for the past 7 consecutive years. He is also responsible for Product Development of new solutions,
based on customer demand.

Sean Flood

Operations
Director

Sean Flood joined Strencom in early 2006 as Operations Director, with responsibility for Finance, Operations,
Solution Delivery and Strategic Development. Prior to Sean’s move to Strencom, he spent 5 years with Tiscali
Business Services (UK Division), working in the UK market in IT network services. Initially Sean was responsible
for the integration of the business divisions of several acquired companies. He successfully launched Tiscali
into the IPVPN market in 2003, and managed the Channel Partner Sales team as Sales Director for the final 3
years. Prior to Tiscali, Sean has 15 years multinational experience in various senior level financial and
operational management roles. Sean is a Fellow of Chartered Association of Certified Accountants, and holds
an MBA from Cranfield University in 2000, a top 30 MBA Program.

Ed Ronayne

Technical
Director

Ed Ronayne joined the Strencom team in 2003 as IT Manager with hands on responsibility for all technical
aspects of the running of the network. He now serves as the IT Director& NOC Manager with responsibility for
overseeing network management, customer technical support and new product development and
implementation. Ed obtained a degree in IP Data Networking from Cork Institute of Technology in 2001 and
has 14 years technical experience in IP technology and 7 Years management experience in technical support
desks. Prior to joining Strencom Ed worked as IT Manager for both International and indigenous companies
based in Ireland.

Dan Croke

Sales
Director

In his role, Dan is responsible for developing business strategies that will open up new market opportunities
for Strencom’s next generation data network (NGN), and Infrastructure as a service (IaaS) solution in Ireland
and the UK. Dan has a wealth of experience in the ICT industry with more than twenty years experience in
senior sales and management roles in leading technology companies in Ireland, Canada and Bermuda. He
joins Strencom from a&o Ireland where he was Sales Director for five years. Prior to this, Dan worked for
Esat/BT for seven years, where he was Sales Director. He brings extensive strategic sales expertise to his new
role that will support and deliver Strencom’s growth targets. Dan is a graduate of Cambrian College in Canada
with a Marketing and Business Studies diploma. He is also a certified VMware Sales Professional, Cisco
Security Sales Specialist and Symantec Sales Expert.

Eoin Gilley

NonExecutive
Director

Eoin was appointed Non-Executive Director in January 2011. Eoin Gilley has held senior positions in various
multi-nationals including Apple, Artysen (MD of European Operations) and Parthus Technologies (COO) &
Quarterdeck International (COO). As Non-Executive Director of Strencom, Eoin’s role is to provide impartial
advice and support to the senior management team in areas of strategy development and execution, sales
management and company growth. Eoin has a Diploma in Mechanical Engineering from the Cork Institute of
Technology and an MBA from Fordham University New York where he also received the Dean’s Award for
Excellence.
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